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Royal Order No. (17) of 2025 regarding the National Center for Cybersecurity
We, Hamad bin Isa Al Khalifa,
King of the Kingdom of Bahrain,
Having reviewed the Constitution,
And Law No. (32) of 2002 regarding the Bahrain Defence Force, in particular Article (11) thereof,
And Royal Order No. (2) of 2006 on the reformation of the Supreme Defence Council and determination of its powers, and its amendments,
And Decree No. (65) of 2020 amending certain provisions of Decree No. (69) of 2004 reorganizing the Ministry of Interior,
And Royal Order No. (30) of 2024 transferring the affiliation of the National Centre for Cybersecurity to the Supreme Defence Council,
And based on the proposal of the Secretary-General of the Supreme Defence Council,
We have ordered as follows:
Article One
The National Centre for Cybersecurity shall undertake the following functions:
(a) To establish, develop, and organize an effective national cybersecurity framework to confront cyber risks in a manner that ensures the protection of the Kingdom’s vital interests, government services, and activities, and to this end, it shall have the following powers:
1. Propose and provide opinions on draft laws, regulations, and decisions related to cybersecurity, or those likely to affect cybersecurity, and recommend their amendment in line with internationally recognized standards.
2. Establish mandatory cybersecurity policies, supervise their implementation, and set systems, devices, and services related to cybersecurity.
3. Set specifications, standards, frameworks, controls, and technical guidelines related to cybersecurity.
4. Establish rules for accrediting experts working in the field of cybersecurity.
5. Propose the National Cybersecurity Strategy, supervise its implementation, and coordinate with the entities addressed by the provisions of the strategy to achieve its objectives and requirements.
6. Take all technical and administrative measures necessary to secure the Kingdom’s electronic interests and assets, in coordination with the concerned entities.
7. Respond to cybersecurity incidents at the national level in accordance with standards established by the Centre in coordination with the concerned authorities.
8. Set standards, requirements, instructions, and procedures necessary to protect the Internet at the national level from cyber threats, risks, and incidents.
9. Manage the cybersecurity systems of the vital sectors of entities determined by a decision of the Cabinet.
10. Conduct readiness exercises and cyber drills for the vital sectors.
11. Approve methodologies and approaches for identifying, measuring, and assessing technical and administrative risks, and follow up on eliminating or mitigating such risks, while coordinating with vital sectors to ensure the application of these methodologies and approaches in line with the Centre’s standards.
12. Approve national cybersecurity indicators and metrics in the Kingdom, and coordinate the collection of information and provide it to the relevant international organizations.
13. Collect information from vital sectors and conduct ongoing assessments of the cybersecurity situation in the Kingdom in cooperation with the relevant entities.
14. Organize the mechanism for sharing information and data related to cybersecurity among various entities and sectors within the Kingdom, and supervise such mechanisms.
15. Raise cybersecurity awareness and support and enhance efforts to build national capacities in the field of cybersecurity.
16. Cooperate and coordinate with countries, organizations, bodies, and international and regional unions, represent the Kingdom in conferences, meetings, and regional and international forums, and follow up on the implementation of the Kingdom’s international obligations in the field of cybersecurity.
17. Prepare studies, programs, and scientific research necessary to develop the cybersecurity framework in the Kingdom, in coordination with academic and professional institutions within and outside the Kingdom.
(b) Any other tasks assigned to the Centre by the Secretary-General of the Supreme Defence Council.
Article Two
The Chief Executive Officer of the National Centre for Cybersecurity shall assume the following powers and responsibilities:
1. Manage the Centre’s affairs, make the necessary administrative, financial, and technical decisions, supervise its employees, represent the Centre before the courts and in dealings with third parties, and submit periodic reports on the Centre’s activities, workflow, and achievements to the General Secretariat of the Supreme Defence Council.
The Chief Executive Officer shall be accountable to the Secretary-General of the Supreme Defence Council for the proper conduct of the Centre’s operations.
2. Oversee the implementation of the National Cybersecurity Strategy and its executive objectives, and coordinate with the concerned authorities to ensure the fulfilment of the strategy’s requirements.
3. Issue regulations, policies, and decisions related to cybersecurity.
4. Issue a regulation defining the conditions, mechanisms, and procedures for managing all cybersecurity systems of the vital sectors of the entities determined by a decision of the Cabinet.
5. Propose the organizational structure of the Centre.
6. Propose the Centre’s annual budget.
7. Approve the technical standards related to cybersecurity for the assessment and accreditation of electronic devices and software for use in vital sectors, and the security evaluation criteria for electronic services in vital sectors prior to their deployment.
8. The Chief Executive Officer may delegate in writing some of his duties to his Deputy or to any of the holders of senior positions within the Centre, provided that the delegate complies with the limits of the delegation granted in order to ensure that the Centre's work is accomplished in an appropriate manner.
Article Three
The Secretary-General of the Supreme Defence Council, in exercising his supervisory authority over the National Centre for Cybersecurity, shall have the power to issue the following decisions:
1. Issue the Centre’s administrative and financial regulations, based on a submission by the Chief Executive Officer.
2. Issue the organizational structure of the Centre, based on a submission by the Chief Executive Officer.
3. Approve the annual budget of the Centre, based on a proposal by the Chief Executive Officer.
4. Issue the National Cybersecurity Strategy after its approval by the Supreme Defence Council.
5. Issue directives regarding the representation of the Centre outside the Kingdom of Bahrain.
6. Issue directives on matters within the Centre’s jurisdiction in accordance with the State’s general policy.
The Secretary-General of the Supreme Defence Council may delegate some of his powers to the Deputy Secretary-General of the Supreme Defence Council.
Article Four
The appointment of the Chief Executive Officer, Deputy Chief Executive Officer, and their equivalents shall be made by Royal Order, based on the recommendation of the Secretary-General of the Supreme Defence Council.
The appointment of Directors of Departments and their equivalents shall be made by a decision of the Secretary-General of the Supreme Defence Council.
The appointment of other employees of the Centre shall be made by a decision of the Chief Executive Officer of the Center.
Article Five
The National Centre for Cybersecurity shall have financial appropriation included within the budget of the General Secretariat of the Supreme Defence Council
Article Six
This Royal Order shall come into effect from the date of its issuance and shall be published in the Official Gazette.
King of the Kingdom of Bahrain
Hamad bin Isa Al Khalifa
Issued at Riffa Palace
Date: 15 Muharram 1447 AH
Corresponding to: 10 July 2025.

